HIPAA INFORMATION FOR
METLIFE GROUP DENTAL and/or VISION INSURANCE CUSTOMERS

Dear Group Dental and/or Vision Customer :

This letter relates to privacy requirements contained in federal regulations under the Health
Insurance Portability and Accountability Act (HIPAA). To comply with HIPAA's privacy rules,
MetLife U.S. Business has put in place procedures and requirements relating to disclosure of
protected health information (PHI) to our insured group customers with dental and/or vision
coverage.

Under HIPAA's privacy rules, an employer’s group health plan may not disclose individually
identifiable information that is classified as “protected health information” (PHI) under HIPAA or
permit an insurer to disclose PHI to the plan sponsor unless the plan sponsor (1) amends its
plan documents to incorporate specified HIPAA privacy safeguards, and (2) signs a written
certification to the group health plan stating that it has done so. For purposes of this letter, the
term “plan sponsor” means the employer or other entity that establishes or maintains a group
health plan (such as a dental or vision plan) on behalf of the eligible employees and dependents
(“plan participants”.) If as a plan sponsor, your company does not wish to have access to plan
participants’ PHI, these requirements may not apply.

Except as noted below, as standard procedure we cannot provide access to the Dental or Vision
Claim Inquiry features of MetLink, nor will we be able to provide assistance on a dental or vision
claim issue, whether requested in writing or through the Customer Call Centers, to our
customers (or through brokers or TPAs on their behalf) without a written authorization from the
Employee.

For your information the following are examples of the ways in which a MetLife group dental
and/or vision customer may receive PHI:

= Access to dental or vision claim status via the Claim Inquiry features of MetLink;

» Verbal and/or written communication to a MetLife representative asking for assistance with a
claim issue on behalf of an Employee, including calls to our Dental or Vision customer call
centers.

If an insured group dental and/or vision customer, acting as the plan sponsor, must have access
to PHI in any format for plan administration functions, then based on the HIPAA privacy
requirements outlined above, such a customer will need to certify to MetLife, in advance of
receiving PHI from MetLife, that its plan document has been amended to reflect HIPAA's privacy
requirements. This requirement will apply whether PHI is received directly by such a customer
or through its broker or TPA on its behalf. Customers will be able to make their certification with
MetLife using either of the following methods:

1. by signing a HIPAA Plan Sponsor Certification Form and returning it to MetLife. Upon
review by your legal counsel, the attached sample wording can be used to create your
company’s HIPAA Plan Sponsor Certification Form for use after amending the plan
document. (Use of the Plan Sponsor Certification Form is the only option if the MetLife
booklet certificate does not serve as your plan document or if your plan is not
governed by ERISA), or



2. if you use a MetLife booklet certificate as your plan document, and after review of the
attached specimen "Sample Dental and/or Vision Booklet Certificate/SPD HIPAA Language"
by your legal counsel, complete the attached HIPAA Request Form indicating that MetLife
include the HIPAA privacy language in your booklet certificate.

Samples of the HIPAA Plan Sponsor Certification Form and new HIPAA privacy language are
included for reference. Please note that the attached sample forms and language are only
examples, and are not intended to constitute legal advice. We suggest you consult with your
legal counsel concerning the status of your group health plan under HIPAA, HIPAA
requirements in general, and on any proposed use of these sample forms or language.

If for plan administration functions your organization must have access to your plan participants’
dental and/or vision claim status via MetLink, or receive information which contains PHI, please
submit, either your completed HIPAA Plan Sponsor Certification Form or your HIPAA Request
Form. You should know that if MetLife does not receive your certification in one of the above
formats, we will not be in a position to disclose PHI to you, including permitting access to the
Dental and/or Vision Claim Inquiry features of MetLink.

MetLife U.S. Business is committed to keeping its customers informed on HIPAA issues.
Should you require additional information, please do not hesitate to contact us.

Thank you for your assistance in this matter.
Sincerely,

MetLife

Attachments:

Sample HIPAA Plan Sponsor Certification Form

Sample Dental and/or Vision Booklet Certificate/SPD HIPAA Language
HIPAA Request Form



Sample HIPAA Plan Sponsor Certification Form

PLEASE READ THE FOLLOWING CAREFULLY:

The sample certification below should be reviewed by a customer’s own legal advisor. MetLife does not make
any representation as to the suitability of the sample certification for a particular plan. The sample is merely
informational.

SAMPLE CERTIFICATION OF AMENDMENT OF PLAN DOCUMENTS

{Customer Name} (the “Plan Sponsor”), as sponsor of a Dental and/or Vision benefit plan (the “Plan”) which is a “group health plan”
under the privacy regulations of the Health Insurance Portability and Accountability Act of 1996 ("HIPAA"), by affixing an authorized
signature hereto, hereby certifies that it has amended documents of the Plan to incorporate the provisions set forth below and will
continue to conduct its relevant operations pursuant thereto. Plan Sponsor’'s authorized signature also certifies that the Plan
amendment incorporating such provisions became effective {Effective Date of Amendment}. Plan Sponsor understands that this
certification is required by the Plan as part of its compliance with HIPAA.

Provisions incorporated by the Plan amendment effective {Effective Date of Amendment} are as follows:

1. Any protected health information, as defined under HIPAA's privacy regulations, that is received by the Plan Sponsor, from
the Plan or from an insurer or claim administrator ("Plan PHI"), shall not be used or further disclosed other than as permitted or
required by the Plan documents or as required by law.

2. The Plan Sponsor shall ensure that any agents, including a subcontractor, to whom the Plan Sponsor provides Plan PHI
agree to the same restrictions and conditions that apply to the Plan Sponsor with respect to such information.

3. The Plan Sponsor shall not use or disclose Plan PHI for employment-related actions and decisions or in connection with
any other benefit or employee benefit plan.

4. The Plan Sponsor shall report to the Plan any use or disclosure of the Plan PHI that is inconsistent with the uses or
disclosures provided for in the Plan documents.

5. The Plan Sponsor shall provide individuals with access to, amendment of, and an accounting of disclosures of their Plan
PHI in accordance with the respective HIPAA privacy regulation provisions governing such access, amendment and
accounting as set forth at 45 CFR 164.524 through 164.528.

6. The Plan Sponsor shall make its internal practices, books, and records relating to its use or disclosure of Plan PHI available
to the Secretary of the United States Department of Health and Human Services at his/her request to determine the Plan's
compliance with 45 CFR Part 164, Subpart E of HIPAA.

7. The Plan Sponsor agrees that when it no longer needs the Plan PHI for the purposes for which it was received, it will, if
feasible, return or destroy the Plan PHI it maintains in any form and retain no copies. If such return or destruction is not
feasible, the Plan Sponsor shall limit the further use and disclosure of the Plan PHI to those purposes that make return or
destruction infeasible.



8. The Plan Sponsor shall ensure that adequate separation will be maintained between the Plan and the Plan Sponsor and
has provided elsewhere in its Plan documents provisions describing persons or classes of persons employed or otherwise
under the control of the Plan Sponsor who have access to Plan PHI, restricting such persons' access and use of Plan PHI to
"plan administration functions" as defined in HIPAA's privacy regulations, and providing an effective mechanism for resolving
issues of noncompliance by such persons with provisions of the Plan documents governing the use and disclosure of Plan PHI.

I {Insert Name of Signatory}, duly authorized by {Customer Name} and as an officer of same, by affixing my authorized signature
hereto, hereby certify on behalf of the Plan Sponsor, that it has amended documents of the Plan to incorporate the provisions set
forth above and will continue to conduct its relevant operations pursuant thereto. My authorized signature for the Plan Sponsor also
certifies that the Plan amendment incorporating such provisions became effective {Effective Date of Amendment} and that the Plan
Sponsor understands that this certification is required by the Plan as part of its compliance with privacy regulations under the Health
Insurance Portability and Accountability Act of 1996 ("HIPAA").

{Customer Name}

DO NOT SIGN THIS SPECIMEN FORM. THE SAMPLE IS MERELY INFORMATIONAL

By: Dated:

Print Name:

Title:




Sample Dental and/or Vision Booklet Certificate/SPD HIPAA Language

PLEASE READ THE FOLLOWING CAREFULLY:

The sample SPD HIPAA privacy language is sample language and should be reviewed by
a customer’s own legal advisor. MetLife does not make any representations as to the
suitability of the sample language for a particular plan. The sample is merely
informational.

SAMPLE SPD HIPAA PRIVACY LANGUAGE
Privacy of Your Medical Information

This Plan operates in accordance with regulations under the Health Insurance Portability
and Accountability Act as set forth in 45 CFR Parts 160 and 164, and as they may be
amended (“HIPAA™), with respect to protected health information (“PHI") as that term is
defined in HIPAA. For purposes of the Plan, PHI generally consists of individually
identifiable information about you or your dependents, including health and
demographic information, that relates to-your or their eligibility for dental and/or vision
benefits under the Plan.

. Permitted Uses and Disclosures of PHI by the Plan and the Plan
Sponsor

The Plan and the Plan Sponsor are permitted to use and disclose PHI for the following
purposes, to the extent they are not inconsistent with HIPAA:

o For general plan administration, including policyholder service functions, enrollment and
eligibility functions, reporting functions, auditing functions, financial and billing functions, to
assist in the administration of a consumer dispute or inquiry, and any other authorized
insurance or benefit function.

e Asrequired for computer programming, consulting or other work done in respect to the
computer programs or systems utilized by the Plan.

e Other uses relating to plan administration which are approved in writing by the Plan
Administrator (or Plan Privacy Officer).

o At the request of an individual, to assist in resolving claims the individual may have with

respect to benefits under the Plan.

1. Uses and Disclosures of PHI by the Plan and the Plan Sponsor
for Required Purposes

The Plan and Plan Sponsor may use or disclose PHI for the following required purposes:

¢ Judicial and administrative proceedings, in response to lawfully executed process, such as a
court order or subpoena.



e For public health and health oversight activities, and other governmental activities
accompanied by lawfully executed process.

e As otherwise may be required by law.

[ll. Sharing of PHI With the Plan Sponsor

As a condition of the Plan Sponsor receiving PHI from the Plan, the Plan Documents have been
amended to incorporate the following provisions, under which the Plan Sponsor agrees to:

o Not use or further disclose PHI other than as permitted or required by the plan documents in
Sections | and Il above;

e Ensure that any agents or subcontractors to whom it provides PHI received from the Plan
agree to the same restrictions and conditions that apply to the Plan Sponsor;

¢ Not use or disclose PHI for employment-related actions or decisions or in connection with
any other benefit or employee benefit plan of the Plan Sponsor;

e Report to the Plan any use or disclosure of the information that is inconsistent with the
permitted uses or disclosures of which it becomes aware;

¢ Make PHI available to Plan participants for the purposes of the rights of access and
inspection, amendment, and accounting of disclosures as required by HIPAA,

o Make its internal practices, books and records relating to the use and disclosure of PHI
received from the Plan available to the Secretary of the U.S. Department of Health and
Human Services for purposes of determining compliance by the Plan with HIPAA;

o If feasible, return or destroy all PHI received from the Plan that the sponsor still maintains in
any form and retain no copies of such information when no longer needed for the purpose
for which disclosure was made, except that, if such return or destruction is not feasible, limit
further uses and disclosures to those purposes that make the return or destruction of the
information infeasible;

e Ensure that adequate separation between the Plan and Plan Sponsor is established in
accordance with the following requirements:

(A) Employees to be Given Access to PHI: The following employees (or class of
employees) of the Plan Sponsor are the only individuals that may access PHI provided
by the Plan:

[Insert the employees of the Plan Sponsor, by title(s) or other identifiers, that may
access PHI provided by the Plan.]

(B) Restriction to Plan Administration Functions: The access to and use of PHI by the
employees of the Plan Sponsor designated above will be limited to plan administration
functions that the Plan Sponsor performs for the Plan.




(C) Mechanism for Resolving issues of Noncompliance: If the Plan Administrator [or
Privacy Officer] determines that an employee of the Plan Sponsor designated above
has acted in noncompliance with the plan document provisions outlined above, then the
Plan Administrator [or Privacy Officer] shall take or seek to have taken appropriate
disciplinary action with respect to that employee, up to and including termination of
employment as appropriate. The Plan Administrator [or Privacy Officer] shall also
document the facts of the violation, actions that have been taken to discipline the
offending party and the steps taken to prevent future violations.

o Certify to the Plan, prior to the Plan permitting disclosure of PHI to the Plan Sponsor, that
the Plan Documents have been amended to incorporate the provisions in this Section Ill.

[Optional provision]:
V. Participants Rights

Participants and their covered dependents will have the rights set forth in the Plan’s or
its dental and/or vision insurer’'s HIPAA Notice of Privacy Practices for Protected Health
Information and any other rights and protections required under the HIPAA. The Notice
may periodically be revised by the Plan or its dental and/or vision insurer.

[Optional provision]:
V. Privacy Complaints/Issues

All complaints or issues raised by Plan participants or their covered dependents in
respect to the use of their PHI must be submitted in writing to the Plan Administrator [or
the Plan’s appointed Privacy Officer]. A response will be made within 30 days of the
receipt of the written complaint. In the event more time is required to resolve any issues
this period can be extended to 90 days. The affected participant must receive written
notice of the extension and the resolution of their complaint. The Plan Administrator [or
Privacy Officer] shall have full discretion in resolving the complaint and making any
reqguired interpretations and factual determinations. The decision of the Plan
Administrator [or Privacy Officer] shall be final and be given full deference by all parties.





